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In an article titled “5 reasons why supply chain security must be on your agenda”, Venture Board Staff (2020) explain important features about supply chain security. The article describes in detail the emerging threats to supply chains and why stakeholders should be on the watch. In the article, VB staff target manufacturers, sellers, investors, and security personnel dealing with supply chain infrastructure. I believe project managers fall directly under the target audience. 
	Reading through the article, I realized that supply chains are increasingly becoming the target of attacks. Research shows that 50% of all cyber-attacks now target supply chains. In 2019, the attacks targeted to supply chains increased by a whopping 78% (Venture Board Staff, 2020). These statistics reveal the weight with which project managers should handle the issue. 
Closer scrutiny to the nature of cyber-attacks reveals why supply chains are being targeted. Supply chains have many partners interconnected together, so an attack affects many people. By exploiting a weak link in the connection network, attackers can reach thousands or even millions of partners. The problem is exacerbated by the overdependence on the internet in most processes of the supply chain.

Project managers must be careful than ever for all the hardware and software they use in their systems. While cyber-attacks are primarily targeted on software, the target on hardware is equally on the increase. These fears come amidst an allegation circulating in 2018 in which China was reported to be hiding small spy chips on server hardware shipped to major companies. While the allegation was debunked, the big question is what if such a thing happens. 
	Contrary to what I thought, supply chains seem to be vulnerable on several fronts. My initial idea was that insecurity only occurred through cyber-attacks or physical attacks on goods in transit. However, insecurity may be in the form of inventory theft, smuggling of goods, piracy, and cloud theft, among others. VB staff advice stakeholders to be vigilant in all processes, including the acquisition, deployment, design, development, production, and maintenance of supply chain infrastructure. 
	Given the complexity of supply chains, project managers must choose third-party service providers carefully. Before entrusting any company with sensitive data, project managers should first establish how much the company invests in security. Unfortunately, most cloud service providers have not invested appropriately to security. A crucial aspect to check is the strength of access management. A simple failure of a cloud system can easily leave sensitive information accessible to all. Project managers need to understand how a cloud system will behave in the event of failure before entering into a contract. 

As the world slowly moves to the internet of things, supply chain stakeholders should be careful about the systems they install. A potential solution to inventory management is the use of sensors to track the flow of goods. While these IoT components provide real-time information, they add another security loophole to the matrix.  A sensor can be manipulated to alter information such as order volume, leading to huge costs and destroying relationships. 
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